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acme.sh CHIBA~NY_—2177)L

1 AENICDWNT

AENTI(E. IPRS B—/\—FEBAERITH—EX ACME Wik (. AD—EX) TITH|
FARIEE/X ACME OS54 7> hMD—DT3»D. acme.sh DZHIAAEICDWTHBLET,

1.1 ACME [CDWT

ACME (7727=—) (&. Automatic Certificate Management Environment (E&iEEBEE
HIRIE) (CHRT D, SIAEDERZEEMEIDcHOTONTIL (BDRD) TI, A
EDEEEMN ACME (CHETDZET, U—/N\—iIREZFEFLEHTEIETEZFET,

ACME (CXHIL T D155, ACME DY —EXZHAITDHDY T DT 7 THSD. ACME T
SAT7> NeERTEXT.

1.2 acme.sh [CDUL\T

acme.sh (FUNIX R—ZXAD> TIILAOUT ST, BETHIHETIEETY,

1.3 FERCHTBAHREHFCONT
AERG. UTFORIREH TRBLTOET.

CentOS7 XU Apache2.4.6 ZZFIFRHDEDEULET,

OS DEEICDNWTd, AERDMFRIPELET,

acme.sh D > A M—=)LFECDNTIE, REROMFHIELET .

D)L RH— REAZEZEE. DNS 3L (dns-01) ZFA LY —/\—FRZED
FAT - BFICDOETFELTE. ZFIAFD DNS T0O/\A 5 — EDEE (CHIGE LI TS
TAHREEIRDIEH., REROUFHPELEFT . BNADFIMN,. DNS BT
SOA>ORAHECDOEEL TR ZHRBERICTITHRIZSV,

A NN
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2 SHpI%E(E

2.1 acme.sh D1 >ABM=)b
UFDE&Z URL ICERHNEAR RFIAS MNEECSEBOD X, CHHADIBRE(IC
acme.shz1> X ~—=)LLTLEEUY,

1BE. A AB=ILFELCDVWTEAERTIHRVWEEADT., FHITTHEIZSL,

£% How to install https://github.com/acmesh-official/acme.sh/wiki/How-to-install

22 EEBFREZEALCAY—EXDFIAHELUIAK
AO—CROTHAICE, JEEBEEEEHEUERUAGDBECIROET.
BFRETEER, EEBLECLIORLROET, BULAHLSFRILDEOFMCDOTE
LTl CHADEESEECRHLEDE <,

2.3 ACME 7H9> FOFEITICHER EAB FRELIGIRD3ZHE

ZK-U- tXO)c_ﬂﬁﬁ(da" EAB (uhnIElﬁﬁE) D‘%\E_C?o
CHIFADIEESEENS EAB (FREIEHR) Z=Z(FTER> T ZELN,

% EAB (FREIBHR) OBEEARE(E. EAB RIFIBIROFITNS 14 HE T,
CORAEAIC. FIE 3.1 TACME 70> bOFITI D] Zi7oTLIEELN,

% EAB (GRELIBIR) OBREAMIAHR T UIcimEY>. EAB (FRALEHR) &R Uitis
(X, HEESEEENEAB (GRILIEIR) ORITZMBEL TIIESUN.
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3 YIEIDEAEFREITZITS

3.1 ACME 7hD> haHHiTTS
AY—EXZFATDIzHD ACME 7 H D> MORITHMECIRADFET, CHRAFPDIEES
EENSZMEUZ EAB GREEIBHR) 2RSSV,
1X$B. ACME 77HD> RFEITICHIZD. IPRS HESDRREEEZETDIA—ILI RLAD
BHRENMDECIRDET,

EAB (FRELIB#R) ZFIAL. ACME 7HD> hERITUE T,

- --server (wZE) : JPRS D ACME B —/\—Z4&REICIBELE T,

- --register-account (#478) : ACME 7/ > b (EAB SRALIEHR) £EHEULET .

- —-eab-kid (W7R) : EESBFEEHNSZELIZ MAC BRI FZANLET,

- --eab-hmac-key (W7B) : IEEBEENSZELUZMAC #ZANDULET,

- --accountemail (WZE) : JIPRS WS DRREEZZET DA IV RLRZEHZRLFT,

$acme.sh --server https://acme.amecert.jprs.jp/DV/getDirectory --register-

account --eab-kid AbAA5CL8VIEg6hMysInnIMk8_8ARMfe7URnm8 --eab-hmac-

key uo_JAOUMO6AfZ3Smv-Xbf3NyDpaQa4G9_7XI --accountemail info@jprs.jp
$DOFRIE. CHIADRIRICKDERDET ., £lo. COBDDANEIFRETT,

UTFDOAyEz—IMNFRRENFLZS. ACME 7H D> bOFEITIFT T T,
Create account key ok.
Registering account: https://acme.amecert.jprs.jp/DV/getDirectory

Registered

ACCOUNT_THUMBPRINT='7cVRvemCjrikbp-V9yweMB61qgj4BBIYRQI'
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32 Y—N\—GIAEERITID

A —EXTED—/\—FEAEFITIRD R A1 > 2 BIEDHEHZEE LT, ACMEDT 7
1)LEBSE (http-01) ZF/z(X DNSEREE (dns-01) ZHATEFET,
AR a7 TEI 7 ARl =2FIA T el asc&s LET.

TR
X DNS:REIEFATRIHE. CHEAF® DNS Z0O/\A 4 — &EOEE (TS U
ETSOA>HREBICIRNDET, DNS SRR TSI > OFAAEICDSE
FUTE BNADEINCHBAERICTSHERLIZEEL,

J7 IR L T —/\—ERZZFEITI DHZUTIRUET .
- --server (#ZH) : JPRS D ACME B —/\—Z#&Hik(CIEELE T,

- —-issue (wAH) : U—/\—FIAZZRITLET.

- -k 2048 (W7R) : ##R%Z 2048 Ev MMIIBELFE T,

«-w RFIAD M- BZIEELET.

acme.sh --server https://acme.amecert.jprs.jp/DV/getDirectory --issue -d

example.jp -k 2048 -w /var/www/html

UTFOAYy Z—IHFRRENFELES. U—/\—SEAZOFEITET T TI.
Create account key ok.
Registering account: https://acme.amecert.jprs.jp/DV/getDirectory
Registered
ACCOUNT_THUMBPRINT="FiS1akdnQkesz0StKfrEVmE¥1hilex0zU'
.Jacme.sh --server https://acme.amecert.jprs.jp/DV/getDirectory --issue -d
example.jp -k 2048 -w /var/www/html

Using CA: https://acme.amecert.jprs.jp/DV/getDirectory

Creating domain key

The domain key is here: /root/.acme.sh/example.jp/example.jp.key

Single domain="'example.jp'
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Getting domain auth token for each domain

Getting webroot for domain="'example.jp'

Verifying: example.jp

Processing, The CA is processing your order, please just wait. (1/30)

Success

Verify finished, start to sign.

Lets finalize the order.
Le_OrderFinalize="https://acme.amecert.jprs.jp/finalizeOrder/NkJJJoaUlyaHJybA'
Order status is processing, lets sleep and retry.

Polling order status: https://acme.amecert.jprs.jp/order/NkJJJoaUlyaHJybA
Order status is processing, lets sleep and retry.

Polling order status: https://acme.amecert.jprs.jp/order/ NkJJJoaUlyaHJybA
Order status is processing, lets sleep and retry.

Polling order status: https://acme.amecert.jprs.jp/order/ NkJJJoaUlyaHJybA
Downloading cert.

Le_LinkCert="https://acme.amecert.jprs.jp/getCert/ NkJlJoaUlyaHJybA'

Cert success.

Your cert is in: /root/.acme.sh/example.jp.jp/example.jp.cer

Your cert key is in: /root/.acme.sh/example.jp/example.jp.key

The intermediate CA cert is in: /root/.acme.sh/example.jp/ca.cer

And the full chain certs is there: /root/.acme.sh/example.jp/fullchain.cer

Copyright© 2024 Japan Registry Services Co., Ltd. 7
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RFRCHITDAY —EXDMRR(CEK D, SEAEDFEITNS OCSP GIRAEDRT
—SREHREA>SSATRITZDTO ML) B—/I—\DIEREHRFETIC. &
K10 DIREDIA LSTHMFELFT,

CNICKD., 7Ot OCSP DIFHk =R I 2 —88 Web TS5 IH —(CHWL
T. OCSP [CRAT RIS —AVE—HRRESNDGZENSDEFI ., HHTE
Firefox 75O —(CBNT. CORREHERZLTWLET,

SEBAZEDEH & Web U —) (—ADFFHAFH DM [CFIEDFHEEIRIZRE T D &
T, IS—DREZLBMTETET,

3.3 Y—/\—GIABEEZEMI D

Acme.sh (. 1> A S—)LEFIC Cron 30258 9I Dlcsd. FETCOEFIEEESAET
a_o
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4 2EFHk

4.1 acme.sh 2XXY-1 bk
H—)\—SFBZD1 > X ~—)JL - SEBBZONTESEEIODR Y MR IESU,

https://github.com/acmesh-official/acme.sh
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4.2 ACME WIShEHB—EX - T5—0DER & FBERHF

AY—EXTHNTDITS —DIER ERERMFIIRDBED TY,

HTTP
S
T5—FER Aa—F Ayt—U(HKEE REEH
ifi BESNZI DD MIMFELRN
accountDoesNotExist 400 The request specified an -
account that does not exist | ig&
400 The request specified a -~ i o
certificate to be revoked REPHIROMABD BRI =NT
alreadyRevoked
that has already been WBHE
revoked: [%s]
badCSR 400 The CSR i tabl CSR B2 F TN gE (R E
a e is unacceptable
P METEBE)
400 The client sent an
badNonce unacceptable anti-replay SRR Y RERIELITRE
nonce
_ 400 The JWS was signed by a FHO> NARSOERCRITEN B
badPublicKey public key the server does o
not support -
_ 400 The _revogation reason BESNEEMERSY — /) \—fT
badRevocationReason provided is not allowed by TN TV MBS
the server: [%s] sFEISMTLBSS
dSianatureAlaorith 400 Tlhe J_\t/\lfls v:ﬁs signed ZiVith an | 5 t—pK— LWL
adSignatureAlgorithm algorithm the server does — . o
not support: [%s] ZLTIWS REBRZENTNBIEE
can 403 CAA records forbid the CA | CAA LI — RICKDIBEDORATH
from issuing a certificate HASNTORNES
_ 400 The server could not FQDN DBEHRDY —/ \— (156
connection connect to validation CERMEA
target : [%s] Ve
400 UOIXBIC
The request must include a externalAccountBinding(*)H\F7E
externalAccountRequired value for the LIRWES
externalAccountBinding field | (x)zzspigsm(MAC 8317 - MAC
)
400 A contact URL for an >4 ~dD URL DRI RIE T
invalidContact - .
account was invalid: [%s] 284
400 The request information is | #FREFTYIPRRF Y I
malformed . . .
invalid EDQUIIRANETHDHEE
malformed 400 Unable to create account EAB 7HD> MIRIETHDHE
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400 AT RA=ILT RLRAN 7 14
_ o WUERESN TS, BLL(E 0
malformed ;I::/Z“cg.ntact information is BT BIEA
' LV AT RLADEE
LTERESNTLDIHES
malformed 400 zleer?/ffeagree tothetermof | ymemcmmLTLRLES
malformed 400 The FQDN is invalid: [%s] RATTE/A\FQDN THIHE
malformed 400 Validity period of application | A—%—A7> 1 hbOBEZHARY)
has been expired noBs
400 A= AT O RDRT—HX
malformed Unable to accept order SRETHBEE
malformed 400 Validity period of application | ®IAT=1 o bOEAREINT
has been expired 5355
400 FAATZ T MDRF—HF AT
malformed Unable to accept order FrmsEa
malformed 400 The certificate does not R ROUA B LRBE
exist: [%s]
malformed 405 The HTTP method is invalid: | Y7TAMRE : FESNTLEN
[%s] HTTP Method THBHBE
malformed 415 The content-type is invalid: | YZTABMARE : FFEENTLEN
[%s] ContentType TH 3184
The request attempted to | fnajize sefinic=TLVRL order
orderNotReady 403 finalize an order that is not (E5 LT finalize LIiSa
ready to be finalized AL C finalize L7255
rejectedldentifier 400 The server W|” not issue FFTROFHBNF (T3 L TH—/\—HVEE
certificates for the identifier | \EERIFLRVES
i H—/\—TABIS—HRELIH
serverInternal 500 Ht]:r?\ea;veerrrc?;(perlenced an R
unauthorized 201 The client lacks sufficient ACME 71D > bORT —FZNA
authorization FCTH3HE
400 A contact URL for an o
unsupportedContact account used an J¥FT R RLDDA=RLENA
unsupported protocol F—-LATHDHE
scheme: [%s]
unsupportedidentifier | 00 ﬁgs'jsgggza 'fyg’;a” HAIFHHH— FENTORMSS

K[%s] ¥ [%d] (CF, TS—DBRER D ZEARNMENHEhENET
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